SEMESTERY
15UCS541 Linux and PHP

No. ofcrEditS: 95

No of instructional hours per week: 3
1. AM:
» To introduce Linux and PHP

2. OBJECTIVES: ‘
At tne end of this course, the students will be able to

v" Explain the features of free &open source software
v’ Familiarization with LINUX

v Work with PHP

3. SYLLABUS
Module | : Overview of (CinuX, féatures, advantages, Bootiljg process,
kernel, simple commands-Is, cd, pwd, cp, mv, rm, rmd|'r, date-file
permissions chmod- Editing files using vi editor, shell varlableg-shell
types-filters pr, head, tail, cut, paste, sort, grep, pipe, tee- Communication
&Scheduling commands- mail, wall, write, talk, at, cron, crontab..

Module Il : SHellProgramming-control structures, operators, simple shell
programs.

Module lIl :System Administration-creating and deleting users-mounting
file systems-mount, umount-changing passwords-pasgwd-network
administration netstat, ping, ifconfig, traceroute-remote login-telnet, ssh,
ille transfer-fip. process related commands- ps, kill- archiving- tar, gzip,
Installation of packages using rpm command-Understanding various

serverssDHCP.DNS, Apache, squid.

Moqu[e IV :Introduction to PHP> Advantages features-PHP synttaxé
obles-PHP tags and styles <data types, variables, qperators;}/fﬁe
?jstl_ﬂg- array Operators-controlWs-ar(ays—sqm?gda(r:r:gcepts
inngtlons'smng functions-functions in PHP. Object Onzmg A a5
inteerP Classes, objects, inheritance, overloading

ki aces-exception handling techniques. MySQL
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I 2. *Administration A beginners guide 2nd Edition:

 Pubjigg I PHPS, Apache, MYSQL, web deveort |
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15UCS543 INTERNET PROGRAMMING
No. of credits: 3

No. of Instructional hours
1. AM:
» To Expose student

ools ang lang
ofha

Perweek: 3

¥ Foun o~ Bamane . . Y. 5 .
s to ‘echnology of web 12s andg o introduce v
“A0LS required for tec

anous
. c<hnical ang créative
A1 wed sies

design of state.

2. OBJECTNES:
To impart Dasic skulls in moderately campiex use of the foilowmg
tools!scnplsﬂanguages
HTML, DHTML. CGI S
Te impart neces
languages for cre
To Expose stude
applications

3 SYLLABUS

cnpt, Perl, CSS, Javascript, ASP and JSP.

Sary ability to choose the appropriate web tools/
aung state-of-the an websites

ns 1o current trends and styles in web design and

Module-]: HTML: General Intr
Graphics, Video an
Frame Tags: M

Example Appli

oduction to Internet and WAWW., Text tags;
d Sound Tags; Link and Anchor Tags, Table Tags;
iscellaneous tags (layers, image maps etc); CSS: DHTML;
cations; simple introduction to XML and VRML

Module-ll: CG
Structures, dat
Methods, sim
Applications:

P TOQTEImming:..HTML Forms and Fields; Perl: Basic cogtg
a types and basic features: CGlI Pr_ograms: GETE& Pm .
ple applications: Cookies, Server Side Includes; Examp

o . standard
Module-y) -Javaseript: Basic data types; control structures; sta
Unclions; arr

A ript
ays and objects, event driven programming in Javascrip
‘Examnle App{;_caﬁoﬂs; | PRI
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165008561 4 TRENDS 1N COMPUTING t

., of credits:

Ho. of instructional heogye perwenk: 4
A, M
! i (47 P i X < i ‘
zIntttiucss s yariesn computing tecnnologles and their application areas
2, UBIRGTIVGE S
;e
S Basic W5 o by lisers
HULESE SUIMaty o hartware resources
any ptonisms it uncertainty, imprecision ang
sulvat using seft conmputing techniques

ant tris Lonespts of grig computing
: can log inty different systems in the cloud and |

partial truth could be

4. SYLLABUSG

|
Module 1; Grid Compiting:Lasic Concepts: Application areas, Grid Layered
feihtactis: Distrituted Cormputing; Dat Grids -~ Resource Sharing: Pathway
o G Computing, Cloud Computing - Overview, Web 2.0 and the cloud,
Cltnsd Tynss, Uses of Cloud, Components of Cloud Computing - Software
45 o Servies, Plattonn as e, Identity as a

5 & Setvics, Infrastructure as a Servic
Batsien ( Concopts anly)

ﬂﬂlmmla :Data storage in the cloud: U
Disadvantages of Cloud-Based Data

undststanding throats: Service-Oriented Ar
;f‘//.t:?, servicas

nderstanding, Advantages and
torage; Disaster Recovery — !
chitecture — understanding SOA, '

Moduly I:Soft Computing: Soft Computing VS Hard Computing; Introduction
10 Heural Hetworss - Intelligence, Neurons (ARtificial-Neural Networks,
Application Soops of Neural Network, Brain VS Computer, Prob!em areas,
ﬂr:;':rxmq of Aetificial Neural Networks ~ Supervised and Unsupervnsed'; From
’r)z'd.'r;asr/ s6ts to Fuzzy sets — Basics of Fuzzy Logic Theory, Foundations of
flizz y \uegic, - ¢ uzzy Sets , MembershipFunctions;

Madute IV:Evolutionary Algorithm: Traditional Algorithm VS Genetic Algorithm:

Gonstie, Algonthm Operators ~ Reproduction (Roulette Wheel Selection,

Eloutnarment Selection), Crossover (one point crossover, two point crossover,

ver), Mutation, Comparison of Operators; Genetic Algorithm
;Wfﬁfzj Applications:

Lurituren crosse

Activition and Assignments: Study of different Grid Projects, ’Migf?ﬁ"Q,:Z
Cltdd, Mobile Cloud Cornputing, Cloud-based app/rcahonsMEn}w_ngenng a
dustinl applications of Solt Computing, Support Vector Mac nne

67
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SEMESTER VI

15UCS641 INTRODUCTION TO INFORMATION
SECURITY

" No.of credits: 4

| No. of instructional hours per week: 4

L 1. AM:

. » To introduce internetworking and the issues and methods of
information security over internetworks.

. 2. OBJECTIVES:
. On completion of this course student shall:

v Be aware of principles ais protocols of internetworks

v’ understand the basic issues in information security

v’ understand the concept of ciphers and cryptography.

v’ To impart an idea on various ciphers

v understand the concept of digital signatures and e-mail security policies
v/ to impart an idea on malicious softwares and remedies.

. 3. SYLLABUSSs

| Module I: Information Security: (NEtWorkisecurity) Confidentiality, integrity,
. authentication, security policy, basic network security terminology,
. cryptography, symmetric encryption, substitution ciphers, transposition
ciphers, steganography, Block ciphers, modes of operation, Data Encryption .
. (Standard) Public key cryptography, applications, strength and weakness, RSA
. algorithm, key distribution (concepts only).

. Module II:Authentication, authenticationymethods, message digest, digital
~ signatures, digital signature algorithm, DSS, E-mail security: Pretty Good
Privacy, working of PGP, S/MIME, MIME, IP Security, Architecture, IPSec:
strengths and benefits, 1Pv4, IPV6, ESP protocol, Web Security: Secure Socket

ayer, SSL session and connection.

odule IlI:Maliéious"Software,viruses,“working‘of' anti=virus:software, worms,

Trojans, spyware, firewall, characteristics of firewall, packet filte’rs., application |
FGVEI_gateways, firewall architecture, trusted systems. | ) S e
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: ions in India. Information Technolgg,
: rity and Law:.- Regulations in | )
AMcC:;g:)eoj\zlogfae.g;bg Crime and theITAct2000/2008:Indian Contract Act 157 7

Indian Penal Code, Indian Copyright Act, Consumer Protection Act. Futyrg
Trends — The Law of Convergence.

Assignments and activities: A

ES, Blowfish algorithms, Kerberos, Comparisop,
of PGP and S/MIME, study o

f common malicious Software, antiviruses
4, REFERENCES
4.1 Core

O  Brijendra Singh, Cryptography & Network Security, PH|.
O Pachghare, VK. Cryptography and Information Security, PH|
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